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Import-Export of commodities between
countries

• Average cross-border transaction involves
– 27 to 30 different parties,
– 40 documents,
– 200 data elements (30 of which are repeated at least 30 times) and
the re-keying of 60 to 70 per cent of data at least once.

• Obtaining the necessary permits for import and export can
take many weeks and sometime months in some economies.
(Ministry of Foreign Affairs and Trade, ‘Paperless Trading: The
Potential of the APEC Paperless Trading Initiative’, Green
Advertising, 2001).
• Customs and Border Protection of Australia works
collaboratively with over forty Commonwealth, State and
Territory agencies and regulators.

What is Single Window
Single Window (SW) is a facility that allows parties
involved in trade and transport to lodge standardized
information and documents (mostly in electronic
form) with a single entry point to comply with all
import, export, and transit related regulatory
requirements and if there is electronic information,
individual data elements should only be submitted
once. (UNECE, UN/CEFACT Recommendation No. 33
Establishing Single Window to enhance the efficient
exchange of information between trade and
government, ECE/TRADE/352 (July 2005), 3).
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Liability issues (obligations and
responsibilities) for the parties
involved in international trade
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What is Electronic Signature?
• Electronic Signature is a technology neutral term and refers
to a process whereby a person (signer) can electronically
sign an electronic record.
• Examples of Electronic Signatures are:
• 1) Password or PIN
• 2) typed name at the end of e-mail
• 3) biometric based signature (finger print, retina scan, iris
scan, signature dynamics, voice recognition, keystroke
dynamics, DNA etc)
• 4) digital signature (public key cryptography).

Digital Signature (DS)
• DS uses Public Key Cryptography.
• It contains two keys:
– Public Key and Private Key.

• Private key is secret to the user just like your
PIN or password and public key is public in
nature and can be found as a person’s name in
a telephone directory.

Bodies that issue digital signature
certificate.
– Certification Service Provider (CSP): issue electronic ID
certificate known as ‘digital certificate’ to ensure that the
digital signature belongs to the signatory.
– A digital signature certificate (an electronic certificate)
containing name, organisation details and other
details to a subscriber.
– Note it is the CSP that links the public and private key
pair to an individual/subscriber.

Who issues Digital Signature Certificate in
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Three different regulatory approaches to esignature worldwide
• Digital Signature approach.
– Only digital signature is legally valid.
• Nepal’s Electronic transaction and digital signature act 2004

• Two-prong approach.
– All types of electronic signatures are valid but special status to digital
signatures.
• India’s Information Technology Act 2000

•

Minimalist approach.
– All types of electronic signatures are valid. No special status to digital
signatures.
• Australia’s Electronic Transaction Act 1999 (Cth)

1. Legal Gap: Are there national laws or regulations providing
requirements for the use of electronic signature (including digital
signature)?
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2. Legal Gap: Do such laws or regulations embody the principles
of ‘technology-neutrality’?
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3. Legal Gap: Are there national laws or regulations regarding
the use and/or acceptance of CSPs with digital signature?
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4. Legal Gap: Do any existing national laws or regulations establish
condition or requirements for the use or acceptance of electronic
signatures and/or CSPs from other countries in cross-border electronic
transaction?
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5. Legal Gap : Are there any treaty obligations or mutual recognition
agreement with other countries pertaining to electronic signatures and CSPs
in different countries?
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Australia, UK and China do not have any particular treaty or
MOU that recognizes the use of electronic signatures and CSP
with other countries.

Findings
• All three countries have a national law for the use of electronic
signatures.
• Prima facie, they appear technology-neutral. However, only Australia
has a ‘technology-neutral’ legislation.
• Regarding the national laws and regulations for the use and
acceptance of CSPs with digital signatures, Australia, UK and China
have separate regimes making cross-border recognition of digital
signatures difficult.
• The United Nations Convention on the Use of Electronic
Communications in International Contract 2005 (the Convention) aims
to enhance legal certainty and commercial predictability where
electronic communications are used in relation to international
contracts. Countries should adopt this Convention.
• In the absence of a treaty obligation for mutual recognition of digital
signatures and CSPs, it is almost impossible to have any crossrecognition of CSPs/digital signature.

